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Keep your account safe
What is Multi-Factor Authentication?

For additional digital security, The Hague University of Applied Sciences uses Multi-
Factor Authentication.

Multi-Factor Authentication (MFA), also known as Two-Factor Authentication (2FA),
IS an authentication method whereby, in addition to entering your login name and
password, you must successfully complete a 2nd or more additional step(s) to gain
access to your account. For THUAS, we have now chosen to add one additional

step.




What do | need to do?

Before you start

« Download the Microsoft Authenticator app on your phone fromthe app store.This is the easiestway for
authentication. Note: if you want to register MFA for the firsttime, use a PC. When you download the app,
you can use your phone to scan the QR code on your computer screento set up registration. Are you
visually impaired? If so, please contact the Front Office F&IT.

* Note: Whenyou search forthe app using the search function in the Apple Store, you will see Authenticator
2fa at the top. You should not have that one. You should have the app with Microsoftin front of it, if all goes
well the app under the advertising app.

* Note: This MFA s slightly differentfrom the MFA for the application portal and exam portal (SecurelD from
Surf). The activation is the same, only the MFA forthe application portal has a few extra steps you need to

perform. Soif you already have the Microsoft Authenticator app installed for the application portal and/or
exam portal, after MFA is turned on, you will notice that you will also get a daily notification to log into your
Microsoft 365 account.



https://dehaagsehogeschool.sharepoint.com/sites/FacilitaireZakenIT/SitePages/en/Applicaties-en-Software.aspx

What do | need to do?
Step-by-step plan

Download “Microsoft Authenticator” on your mobile device
Log in on a computer and browse to: www.office.com

Choose Sign in. s
-6 _—

Office is becoming
Microsoft 365

The all-new Microsoft 365 lets you create, share and
collaborate all in one place with your favorite apps

4. On the following login screen enter your credentials and press NEXT

&% Microsoft
Sign in

registrationmfa@hhs.nll

No account? Create one!

Can't access your account?

Back

Next



http://www.office.com/

What do | need to do? il
Step-by-step plan

Sign in
. . . registrationmfa@hhs.nl
You are redirected to the sign in page. — ]
5. Enter your credentials and press Sign In
Students: 12345678@student.hhs.nl
Staff: username@hhs.nl
A message appears, requesting for more information.

PEHAAGSE
6. Press Next to start the registration process coe

registrationmfa@hhs.nl

More information required

Your organization needs more information to keep
your account secure

Skip for now (14 days until this is required)
Use a different account

Learn more




What do | need to do?
Step-by-step plan

7. The following screen shows the needed steps:

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

(/] 2

App Phone

Microsoft Authenticator

6 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next",

Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

m Method 10of 2: App
@ 2

App Phone

want to use a different authenticator app

8. Download the “Microsoft Authenticator” app and press Next Microsoft Authenticator

[et up your account |

9. On the following screen press Next

f prompted, allow notifications. Then add an account, and select "Work or school™

Back Next




What do | need to do?
Step-by-step plan

10. The following screens shows the QR code:

App

Phone

Microsoft Authenticator

Scan the QR code

After you scan the QR code, choose “Nex
Sample, do not scan

== s
2% 4

10. Open the Microsoft Authenticator app on your mobile device.

11. Press + sign in the top right corner:
&




What do | need to do?
Step-by-step plan

12. Choose Work- or schoolaccount

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account

. Work or school account

Other (Google, Facebook, etc.)

13. Choose Scan QR-code Add work or school account

Sign in Scan QR code




What do | need to do?
Step-by-step plan

14. Scan the QR code from the screen, the Microsoft Authenticator shows the

account added: R NTT  ((Tor Lo Q +

E De Haagse Hogeschool
registrationmfa@hhs.nl

15. Resume on your computer and press Next:  #&

image?

16. After this the notification is tested, approve the notification on your mobile
device.




What do | need to do?
Step-by-step plan

17. You will see that the naotification is approved.Press Next.

Method 1 of 2: App

App Phone

Microsoft Authenticator

Notification approved

v

The registration continues with registering a telephone number in case the Microsoft
Authenticator app is not available.




What do | need to do?
Step-by-step plan

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

18. Enter your phonenumber and press Next

What phone number would you like to use?

[Nether ands (+31) v

@ Text me a code
O Call me

Message and data rates may apply. Chocsing Next means that you agree to the Te
and cookies statement.

Method 2 of 2: Phone

19. You receive a text message with a code, o

enter this code en press Next |
Phone




What do | need to do?
Step-by-step plan

20. You receive a confirmation that the phonenumber is registered. Press Next

Method 2 of 2: Phone

o

App Phone

Phone

° SMS verified. Your phone was registered successfully.




What do | need to do?
Step-by-step plan

21. You receive a confirmation that all is validated successfully. Press Done
Method 2 of 2: Done

App Phone

Success!

bree'. job! You have successfully set up your security info. Choose “Done” to continue signing i.-]

Default sign-in method:
% Phcone
+316
@ Microsoft Authenticator




What do | need to do?
Step-by-step plan

The login to www.office.com continues:

Welcome to Microsoft 365

o Y

You are now registered for MFA authentication, when MFA is activated you will
receive a push notification on your phone when you login.



http://www.office.com/

let’s change

YOU. US. THE WORLD.
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